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Executive Summary

1. This report summarises the AML/CFT measures in place in the Russian
Federation (hereafter referred to as Russia) as at the date of the on-site visit (11-29
March 2019). It analyses the level of compliance with the FATF 40 Recommendations
and the level of effectiveness of Russia’s AML/CFT system, and provides
recommendations on how the system could be strengthened.

Key Findings

1.  Rosfinmonitoring is core to the functioning of Russia’s AML/CFT regime,
as it is responsible for leading and co-ordinating policy and operational
activities in the field of AML/CFT. This work is strongly supported,
including legislatively, as AML/CFT is afforded the highest priority by the
Russian government. Domestic co-ordination and co-operation is a
major strength of the Russian AML/CFT system.

2. Russian authorities have an in-depth understanding of the country’s ML
and TF risks, as outlined in Russia’s 2018 ML and TF NRAs and
communicated by authorities to the assessment team. Both ML and TF
risks are well identified and understood by all authorities. FIs have a
good understanding of these risks, while other reporting entities’
understanding varies.

3.  Rosfinmonitoring has a wealth of available data, including a large volume
of reporting, and employs sophisticated technologies and high degree of
automation, to prioritise, generate, and contribute to investigations
pursued by law enforcement authorities (LEAs). LEAs routinely and
effectively access and use this financial intelligence to investigate ML, TF,
predicate offenses, and to trace criminal proceeds. Prosecutors further
ensure the use of financial intelligence in case development by
systematically reviewing investigations to verify that LEAs pursue all
financial aspects.

4.  Russia is investigating ML partly in line with its risk profile. LEAs
routinely conduct financial investigations alongside predicate offences.
Most ML investigations involve the acquisition or sale of criminal
proceeds, so the majority of cases relate to less serious offences. Self-
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4 | EXECUTIVE SUMMARY

laundering is frequently investigated, unlike third-party ML, which is
detected and investigated to a lesser extent. Some complex ML is
pursued, however more opportunities for LEAs to uncover and
investigate sophisticated and/or high-value ML may exist, especially in
the financial sector and involving proceeds sent abroad, particularly
those related broadly to corruption. Sanctions applied against natural
persons for ML are moderately effective, and while Russia cannot
prosecute legal persons, the use of administrative sanctions against legal
persons was not demonstrated. Alternative measures are a notable part
of Russia’s toolkit to combat financial and shell company-related
offences potentially related to ML.

5.  Russia has a robust legal framework for combatting TF, which is largely
in line with international standards. On average, Russia pursues 52 TF
prosecutions per year. Since 2013, Russia has convicted more than 300
individuals of TF, with the majority resulting in sentences of
imprisonment ranging from 3-8 years. Russia demonstrates that it
deprives terrorists, terrorist organisations and terrorist financiers of
assets and instrumentalities through various approaches, such as
through terrorist designations, administrative freezes, court orders, and
confiscation. While the total amount of assets and instrumentalities
deprived is relatively low, this is consistent with Russia’s risk profile.

6. Overall, Russia has an adequate system to implement TF and
proliferation financing (PF) targeted financial sanctions (TFS), but has
gaps and weaknesses in some areas, including TFS implementation
without delay and a lack of explicit, legally enforceable requirements
that extend to all natural and legal persons (beyond reporting entities).

7.  There is a widespread and persistent trend of non-compliance with
preventive AML/CFT obligations particularly in the financial sector.
Although breaches have been decreasing in recent years, the absolute
figures are still worrisome. The threshold for suspicious transaction
reporting is low and automation in filing leads to a massive number of
reports, which, while used in the FIU’s datamining, are not detailed or
suited for flagging a high level of suspicion or urgency. This increase in
STRs could be leading to more terminations of business relationships
and refusals to conduct transactions due to ML/TF concerns. Group-wide
information sharing among FIs was not possible in Russia until the on-
site visit.

8.  The Bank of Russia (BoR) has implemented some aspects of risk-based
supervision since 2013, and has recently improved the risk-based
approach to supervision. Licensing requirements for FIs were
strengthened in 2013 and now largely mitigate the risk of criminals
being the owners or the controllers of Fls. However, supervision is
mostly based on prudential factors and the BoR over- relies on remote
monitoring. While a number of licence revocations have occurred,
sanctions are not effective or dissuasive in all cases and monetary
penalties imposed are low.
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EXECUTIVE SUMMARY | 5

9.  Russia has improved its legal framework and operational approach to
enhance transparency of legal persons, which makes it more difficult to
misuse a legal person established in Russia. Registration requirements
have been enhanced and legal persons are constantly being reviewed
and removed for providing inaccurate information or for inactivity. Legal
persons maintain information on their beneficial owners and authorities
effectively supervise the implementation of this requirement. FIs and
DNFBPs also collect beneficial ownership information of customers, but
have somewhat limited capacity to verify it.

Risks and General Situation

2. Russia is generally perceived as a source country for proceeds of crime, and
is not a major centre for laundering the proceeds of crime committed in other
countries. Nevertheless, Russia is exposed to a wide range of ML risks.

3. Russia has conducted NRAs for ML and TF. Assessors largely agree with the
results. The ML NRA identifies embezzlement of public funds, crimes related to
corruption and abuse of power, fraud in the financial sector, and drug trafficking as the
prevalent types of criminal activity with the potential to generate illicit proceeds. A
large proportion of criminal proceeds generated in Russia are laundered abroad, as
recognised by the ML NRA, which makes the pursuit of proceeds of crime to other
countries an important focus for the assessment. The assessment team also considered
the risks associated with organised crime and cyber-crimes, which occur alongside the
threats identified in the NRA.

4. Russia is not a global financial centre, but does have a significant banking
sector primarily serving domestic customers and including many small banks. The
sector has undergone significant structural changes in recent years primarily driven
by supervisory actions - through closures, mergers, and acquisitions - which has
halved the number of active banks. The assessment team looked at the reasons for this
consolidation and its impact on how well the sector implements preventive measures
against ML and TF.

5. The main TF risks in Russia relate to foreign terrorist fighters (FTFs) destined
for and returning from ISIL-controlled areas of Iraq and Syria, but Russia also faces
domestic terrorist threats. The assessment team reviewed the measures taken to
combat all terrorist threats and associated financing, including the remaining threat
posed by armed groups in the North Caucasus.

Overall Level of Compliance and Effectiveness

Assessment of risk, co-ordination and policy setting (Chapter 2; 10.1; R.1;
2;33 & 34)

6. Russian authorities have a very developed understanding of the country’s
ML/TF risks. Identification and assessment of ML/TF risks is done as a systemic
exercise, which benefits from the high-level political commitment and the participation
of all major stakeholders from both the public and the private sectors. The ML. NRA
uses a large amount of quantitative and qualitative data from a multiplicity of public
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6 | EXECUTIVE SUMMARY

and non-public sources. The methodology of the ML NRA is generally sound, although
some improvements could be made.

7. The ML risks identified seem comprehensive and reasonable. The authorities
met on-site demonstrated advanced understanding of and clear views on the
constituents of risk, are aware of the most relevant countrywide and sector-specific
risks, including the applicable risk scenarios, methods and tools.

8. TF risks are well identified and understood. The TF NRA is high-level and
does not provide granular information about specific threats. Nevertheless, it is
usefully supplemented by the in-depth knowledge of the criminal intelligence and
investigation staff of the LEAs involved in counter-terrorism. Rosfinmonitoring has a
key role in identification of TF-related threats and generation of relevant intelligence
output.

9. National AML/CFT policies appropriately address identified ML/TF risks.
There is an on-going and consistent policy development process in Russia, which builds
on the outcomes of formal risk assessments and other articulations of risks (such as
the annual threat assessment reports produced by Rosfinmonitoring since 2013).
Relevant national strategies and ML and TF action plans derived from the outcomes of
2018 NRAs represent the national policies at the strategic and operational levels aimed
at combating ML/TF in the country. Domestic co-ordination and co-operation is a
major strength of the Russian AML/CFT system.

Financial intelligence, ML investigations and prosecutions, and
confiscation (Chapter 3; 10.6, 7, 8; R.1, 3, 4, 29-32)

10. Russian LEAs routinely and effectively access and use financial intelligence
and other relevant information to develop evidence to investigate ML, TF, predicate
offenses, and to trace criminal proceeds. Prosecutors further ensure the use of financial
intelligence in case development and they systematically review investigations to
verify that LEAs pursue all financial aspects.

11. Rosfinmonitoring is core to the functioning of Russia’s AML/CFT regime.
Rosfinmonitoring has a wealth of available data, including a large volume of STRs (20
million per year, on average) and MCRs (another 10 million per year, on average). It
employs sophisticated technologies and a high degree of automation, to prioritise,
generate, and contribute to cases pursued by LEAs. Rosfinmonitoring is a well-
resourced and data-driven FIU with competent analysts that has a uniquely wide view
into the Russian financial system.

12. To a large extent, Rosfinmonitoring’s financial analysis and dissemination
support the operational needs of relevant LEAs. LEAs also demonstrated that the
financial intelligence either received from Rosfinmonitoring, spontaneously or upon
their request, is of high quality and integral to their activities.

13. Rosfinmonitoring’s close co-operation and co-ordination with its domestic
counterparts greatly contributes to Russia’s effectiveness.

14. ML is generally well identified through financial investigations, and when it
is identified, the authorities open ML investigations in more than 91% of instances,
with most cases resulting in charges. LEAs routinely conduct financial investigations
when looking into predicate offences, but usually do not pursue ML outside of
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predicate investigations. Self-laundering is frequently investigated, unlike third-party
ML, which is detected and investigated to a lesser extent. The investigative process is
rather formal, which brings efficiency and productivity, but ML investigations may not
be opened or completed when there is evidence of a more easily provable alternative
charge.

15. Russia is investigating ML activity partly in line with its risk profile, as
approximately 85% of ML offences detected related to the high-risk areas denoted in
the NRA, such as drug crimes and crimes with public funds. In the area of bribery, the
number of ML cases pursued is not entirely aligned with risk, even though there are
many corruption predicate investigations and thousands of recent convictions. While
Russia is investigating and prosecuting offences stemming from some notorious,
multinational laundromats, including by investigating complicit professionals in the
financial sector, the authorities are not sufficiently targeting bankers who facilitate ML.

16. Sanctions applied against natural persons for ML are partly effective,
proportionate, and dissuasive, as terms of imprisonment for ML and fines are on the
low-end, with some exceptions. Per fundamental principles, Russia cannot prosecute
legal persons, but the use of administrative sanctions against legal persons was not
demonstrated.

17. Russia beneficially employs alternative measures to prosecute financial
crimes that could be indicative of, or occur in connection with, ML activity. These
offences do not necessarily involve proceeds of crime and it is not always apparent why
ML investigations or charges are not simultaneously pursued. The most impactful
alternative offence used is illegal banking, followed by the outflow offence and offences
related to shell companies. These measures disrupt schemes that may represent third-
party ML infrastructure. However, they require less investigation into the full scope of
the criminal conduct and may not be as easily recognised by other countries when co-
operation is sought.

18. Russia pursues confiscation as a policy objective and traces the proceeds and
instrumentalities of crime. Provisional measures are used well, including for
equivalent value. The overall statistical picture on many of the facets of confiscation,
broadly defined, is solid.

19. Authorities focus on compensating victims, so restitution figures are higher
than criminal confiscation figures. This is appropriate in the Russian context where
many offences in the high-risk areas of crimes with public funds, as well as financial
sector crimes such as fraud, embezzlement, and misappropriation, have identifiable
victims. Restitution is the priority and criminal confiscation is used when legal owners
cannot be identified or for offences that create proceeds but do not cause pecuniary
loss. Confiscation of the unexplained wealth of public officials is showing more results
year over year.

20. Confiscation regarding falsely or non-declared movements of currency and
bearer negotiable instruments (BNI) is pursued to a lesser extent, partly due to the lack
of a declaration obligation within the Eurasian Economic Union (EAEU). Considering
Russia’s vast land borders and other relevant risk and context, a relatively low
percentage of smuggled cash that is identified is confiscated. However, detected
smuggling offences and imposed fines appear to partly offset these limited
confiscations.
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21. Russia recognises the threat posed by the misuse of virtual assets (VA),
especially as related to drug trafficking and internet-enabled crime. LEAs can trace but
cannot confiscate virtual assets until they are exchanged into property, as legally
defined, and while some ML cases have featured VA, an ML charge cannot yet be solely
based on transactions involving VA.

Terrorist and proliferation financing (Chapter 4; 10.9, 10, 11; R. 1, 4-8;
30-31; and 39)

22. Russia has a robust legal framework for combatting TF, which is largely in
line with international standards.

23. LEAs and prosecutors must consider in the course of each criminal
investigation whether there are indications of other crimes and whether property has
been used or intended for use to finance terrorism or groups engaged in such activity.
This requirement has the effect of ensuring that the investigation of the financial
aspects of terrorist crimes is mandatory. In practice, LEAs systematically consider the
financial component of terrorist activities, which had led to the detection, identification
and investigation of TF. Russia is able to identify different methods of TF and the role
played by financiers.

24. On average, Russia pursues 52 TF prosecutions per year. Since 2013, Russia
has convicted more than 300 individuals of TF, with the majority of cases resulting in
sentences of imprisonment ranging from 3-8 years.

25. Russia demonstrates that it deprives terrorists, terrorist organisations and
terrorist financiers of assets and instrumentalities through various approaches, such
as through terrorist designations, administrative freezes, court orders, and
confiscation. While the total amount of confiscated assets and instrumentalities is
relatively low, this is consistent with Russia’s risk profile.

26. Overall, Russia has an adequate system to implement TFS, but major gaps and
weaknesses exist in some areas, including TFS implementation without delay and a
lack of explicit, legally enforceable requirements that extend to all natural and legal
persons (beyond reporting entities).

27. Russia’s domestic TFS regime has both terrorism and extremism activity as
potential grounds for designation. The process for accessing frozen funds differs
between the “international” list (which relates to UN designations) and the domestic
list. As a result, the assessment team noted confusion among reporting entities met on-
site regarding the various lists (UN lists, domestic terrorism list, domestic extremism
list) and their respective procedures to seek special exemptions or access to frozen
funds.

28. While Russia identified the overall TF risk associated with NPOs as low, some
parts of the sector were assessed as medium-risk and subject to additional controls.
Russian authorities are conducting risk-based outreach to and supervision of NPOs.
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Preventive measures (Chapter 5; 10.4; R.9-23)

29. FIs have procedures in place to identify, assess, understand and document
their individual risks, including through a periodic risk assessment exercise. FIs have
implemented adequate mitigation measures by profiling their customers based on
ML/TF risks and applying adequate measures for CDD, record-keeping and monitoring.

30. Overall, there is a fair level of implementation of the requirements among FIs
related to the identification of BO, but some FIs apply a rules-based definition of BO
(i.e. identifying senior management officials as soon as no natural person is identified
as owning 25% or more of legal persons). This may be due to a superficial
understanding of the definition of BO.

31. The understanding of risks by DNFBPs, as a whole, is fair. Certain sectors have
a good understanding (e.g. accountants and auditors). Others have a less developed
(casinos, real estate agents) or superficial (lawyers and notaries) risk understanding.
Risk understanding by DPMS is not considered to be in line with the risk identified in
the ML NRA.

32. DNFBPs rate customers based on ML/TF criteria and apply CDD and EDD
measures accordingly. While DNFBPs are aware of their STR obligations, few are filing
an adequate amount of STRs.

Supervision (Chapter 6; 10.3; R.14; 26-28; 34-35)

33. The banking sector is exposed to a high level of threat from criminals. Since
2013, the number of credit institutions (CIs) licenced in Russia was halved due to
mergers and the revocation of many licences (including for serious violations of
AML/CFT provisions). The licensing requirements for FlIs has improved since 2013 and
now largely mitigate the risk of criminals being the owners or the controllers of FIs;
however, deficiencies in licensing remain.

34. Since 2013, the Bank of Russia (BoR) has put in place an intense bank
supervisory programme informed by AML/CFT risks. Planned on-site inspections
follow a time-bound cycle, to which AML/CFT components can be added. Targeted (ad
hoc) inspections, solely focused on AML/CFT can be organised, however, few have
been carried out. BoR has shifted its supervisory strategy from on-site inspections to
remote supervision, which uses algorithms to identify possible involvement in
suspicious transactions and detect potential AML/CFT breaches. Assessors are
concerned that an insufficient number of on-site inspections for AML/CFT issues is
taking place, and consider that the current BoR supervision model over-relies on
remote forms of supervision. AML/CFT supervision for non-credit FIs has only recently
moved to a risk-based approach and the resource allocation to sectors is not fully in
line with sector risks.

35. Overall compliance by FIs has improved in recent years. A significant number
of licence revocations for serious AML/CFT violations has had a cleansing effect.
However, monetary penalties imposed for AML/CFT breaches are relatively low.

36. Roscomnadzor and DNFBP supervisors have their own risk assessment
methods, however, the ML/TF risk understanding was largely improved after the NRA
process. Rosfinmonitoring has conducted AML/CFT specific on-site and off-site
inspections of DNFBPs under its remit using a risk-based approach. Other DNFBP
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sectors undergo supervision for prudential and conduct of business purposes, which
can include AML/CFT issues. Supervision of the DPMS sector should be more focused
on AML/CFT compliance, based on a comprehensive understanding of risk exposure,
including as identified in by the NRA.

Transparency and beneficial ownership (Chapter 7; 10.5; R.24, 25)

37. The risk of misuse of legal persons in ML schemes is high. Russia has put in
place a number of mechanisms that significantly mitigate the misuse of legal persons
for ML/TF purposes. In particular, there are stringent rules at registration, and since
2017, authorities have strengthened measures to identify inaccurate information and
inactive companies. As a result, the accuracy of the company register (the USRLE) has
improved, which makes its information more useful for LEAs and others.

38. The company register is mainly source of legal ownership information, but it
can be a source of BO information where (i) all the shareholders are in the register and
(ii) no doubts arise as to other persons being the BO. Credit institutions are also a
source of BO information, although the verification of information by reporting entities
is largely based on the company register, which may not always hold BO information.
A challenge exists in relation to accessing accurate BO information when a foreign
person owns a Russian legal person.

39. There is a good co-operation in investigative activities between the Federal
Tax Service (FTS) and Rosfinmonitoring, as well as between FTS and LEAs. This has
resulted in a large number of administrative and criminal sanctions, which contribute
to making legal persons less attractive to criminals. The sanctions have, however, a
limited range and level of dissuasiveness.

40. TCSPs are not considered as a distinct economic activity and are not covered
by the AML/CFT law. While services provided to companies are tightly regulated, they
are not properly supervised. Certain legitimate corporate services are provided, in
particular by legal professionals. Legal professionals are AML/CFT obliged entities, yet
they are not properly supervised and, as such, cannot be relied upon to hold adequate,
accurate and current basic or BO information.

International co-operation (Chapter 8; 10.2; R.36-40)

41. In general, Russia provides mutual legal assistance (MLA) in a constructive
and timely manner and swiftly executes extradition requests. Russia prioritises its
responses based on the urgency indicated by the requestor, whether the request
corresponds with the risks identified in the ML/TF NRAs, and legal constraints on
detention of persons. An electronic case management system for the entirety of GPO
assists in controlling the execution of incoming requests. Formal co-operation appears
to function well in practice. Feedback on MLA and extradition as provided and sought
by Russia was mainly positive.

42. Co-operation provided by Russia pertaining to asset tracing appears to be
adequate. The majority of Russian requests to identify assets stem from ML
investigations and the number of requests for asset identification and seizure are
beginning to keep pace with suspected proceeds moved offshore.

43. Rosfinmonitoring co-operates well with foreign FIUs. To facilitate the
exchange of information, it has concluded more than 100 international co-operation
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agreements and is able to co-operate on basis of reciprocity. Egmont mechanisms are
used for information exchange, along with other protected channels (e.g. diplomatic),
and, where necessary and practicable, face-to-face meetings with foreign counterparts.

44, There are mechanisms for supervisory co-operation by the BoR, including
over 30 agreements with counterparts. In its capacity of mega-regulator for the
financial sector, the BoR co-operates with foreign central banks and financial
regulators, but sustained relationships have not yet been developed.

45. Russia provides information on basic and BO information of legal persons.
Requests for BO information comprise a relatively modest share within the total
number of incoming ML requests. The authorities suggest that Russian legal persons
are rarely used in foreign ML schemes and have a simple ownership structure, which
diminishes the frequency of such requests.

Priority Actions

1. Russia should refine its supervisory approach to ensure that it is
sufficiently ML/TF risk sensitive and independent from prudential
supervision for both FIs and DNFBPs. In particular, financial
supervisors should schedule sufficient AML/CFT inspections and more
frequent unscheduled inspections when merited. Off-site supervision
should be modified by developing more sensitive means to determine
the risk profile of individual supervised institutions.

2. LEAs and prosecutors should prioritise the investigation and
prosecution of complex money laundering, including professional ML
linked to proceeds generated in Russia and transferred for further
laundering abroad.

3. In investigating shadow financial schemes, authorities should ensure
that the sources of funds and potential links to predicate offences are
fully analysed. Authorities should continue to use effective alternative
offences when warranted, but pursue ML investigations and consider
whether a third-party ML charge is more appropriate, especially in
cases where using the ML offences may facilitate international co-
operation.

4. Russia should take action to implement TFS without delay and require
all natural and legal persons within Russia to freeze assets and not
make any funds, financial assets or economic resources available for the
benefit of UN designated persons or entities, whether directly or
indirectly.

5. Russia should consider ways to strengthen obliged entities’
understanding of BO requirements and their implementation,
particularly to identify legal persons owned or controlled by sanctioned
entities, namely through complex structures, in order to detect possible
instances of PF sanctions evasion.
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Effectiveness & Technical Compliance Ratings
Effectiveness Ratings*
10.1 - Risk, 10.2 10.3 - 10.4 - Preventive 10.5 - Legal 10.6 - Financial

policy and International Supervision measures persons and intelligence
coordination cooperation arrangements

Substantial Substantial Moderate Moderate Substantial High
10.7 - ML 10.8 - 10.9 - TF 10.10 - TF 10.11 - PF

investigation & Confiscation investigation & preventive financial
prosecution prosecution measures & sanctions
financial sanctions

Moderate Substantial High Moderate Moderate

Technical Compliance Ratings®

R.1- assessing risk R.2 - national R.5 - terrorist R.6 - targeted
& applying risk- cooperation and financing offence financial sanctions -
based approach coordination terrorism & terrorist
financing
LC C LC PC
R.7- targeted R.8 -non-profit

financial sanctions - organisations
proliferation

PC LC

LC LC LC
R.24 -
Transparency & BO
of legal persons
LC C LC

R.25 -
Transparency & BO
of legal
arrangements

PC LC LC
R.36 -
International
instruments
C LC LC LC LC

R.37 - Mutual R.38 - Mutual R.39 - Extradition R.4:0 - Other

legal assistance legal assistance: forms of
freezing and international
confiscation cooperation
LC LC LC LC

1 Effectiveness ratings can be either a High- HE, Substantial- SE, Moderate- ME, or Low - LE,
level of effectiveness.

2 Technical compliance ratings can be either a C - compliant, LC - largely compliant, PC -
partially compliant or NC - non compliant.
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MUTUAL EVALUATION REPORT

Preface

This report summarises the AML/CFT measures in place as at the date of the on-site
visit. It analyses the level of compliance with the FATF 40 Recommendations and the
level of effectiveness of the AML/CFT system, and recommends how the system could
be strengthened.

This evaluation was based on the 2012 FATF Recommendations, and was prepared
using the 2013 Methodology. The evaluation was based on information provided by
the country, and information obtained by the evaluation team during its on-site visit
to the country from 11-29 March 2019.

The evaluation was conducted by an assessment team consisting of:
e Mr.José Luis GRACIA, SEBLAC, Spain (FIU expert)

e Ms. Marybeth GRUNSTRA, Department of Justice, United States of America
(legal/law enforcement expert)

e Mr. Nuno MATOS, AML/CFT Coordination Commission, Portugal
(legal/financial expert)

e Mr. Arakel MELIKSETYAN, Financial Monitoring Center, Central Bank of
Armenia (financial and FIU expert)

e Ms. Giovanna PERRI, Directorate for Prevention of Financial Crimes, Ministry
of the Economy and Finance, Italy (sanctions/law enforcement expert)

e Ms. Zhongyuan ZHANG, AML Bureau, The People’s Bank of China (financial
expert)

The assessment process was managed by Mr. Tom NEYLAN, Senior Policy Analyst, Ms.
Kristen ALMA and Mr. Francesco POSITANO, Policy Analysts, all FATF Secretariat. The
report was reviewed by Mr. Jaakko CHRISTENSEN (Finland); Ms. Bhumii BHATT
(United Kingdom); Mr. Timur SABIROVTO (Kyrgyz Republic); and Mr. Andrew
STRIJKER (MONEYVAL Scientific Expert).

Russia previously underwent a FATF Mutual Evaluation in 2008, conducted according
to the 2004 FATF Methodology. The 2008 evaluation and six follow-up reports (last
one published in 2013) are available at www.fatf-gafi.org/countries/n-
r/russianfederation/documents/fur-russia-2013.html.
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The 2008 Mutual Evaluation concluded that the country was compliant with 10
Recommendations; largely compliant with 13; partially compliant with 21; and non-
compliant with three (and received not applicable on two). Russia was rated
compliant or largely compliant with 11 of the 16 Core and Key Recommendations.

In October 2013, the FATF recognised that Russia had made significant progress in
addressing the deficiencies identified in the 2008 Mutual Evaluation Report and was
removed from the regular follow-up process. At that time, Russia received re-ratings
on all Core and Key Recommendations rated non-compliant and partially compliant
in its 2008 MER (i.e. old R. 1, 5, SRIV, 23, SRIII).
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CHAPTER 1. ML/TF RISKS AND CONTEXT

46. The official name of the country is the Russian Federation. The territory of
Russia is 17 million square kilometres (the largest in the world) and the country’s
population is 142.8 million people.3 Russia is a multi-ethnic state characterised by
ethnocultural diversity. Russia is divided into eight federal districts.

47. Russia has international borders with 16 states. On the eastern side, Russia
borders DPRK, China, Mongolia, Kazakhstan, Azerbaijan, and Georgia. On the western
side, it borders Ukraine, Belarus, Latvia, Estonia, Finland, and Norway. Part of Russia,
the Kaliningrad region, is bordered by Lithuania and Poland. Russia also has sea
borders with the United States and Japan

48. The Russian economy is the eleventh largest in the world in terms of GDP.
According to the IMF, the volume of GDP in 2018 amounted to USD 1.61 trillion (USD
11 000 per capita).* The monetary unit is the Russian rouble.

49, Russia is a democratic, federative state with a republican form of government
exercised through three branches—Ilegislative, executive, and judicial. Russia is a
presidential republic and the president is the head of state, chosen by universal
election. State power in Russia is exercised by the President, a parliament of two
houses known as the Federal Assembly (consisting of the State Duma and the
Federation Council), the Government of Russia (headed by the Prime Minister), and the
courts. Russia has a Constitution dating from 1993 and law is made at the federal level.

ML/TF Risks and Scoping of Higher Risk Issues

Overview of ML/TF risks

50. Russia’s exposure to ML risks is primarily as a source of proceeds of crime.
Russia is not a major international financial centre (although it is a regional centre for
Eurasian countries), nor is it a major hub for company formation or corporate services.
However, it faces significant ML risks as a result of the proceeds of crimes committed
within Russia, including those related to its high levels of corruption and its role as
both a transit and destination country for narcotics trafficking. Russia’s 2018 ML NRA
identifies the most significant proceeds-generating predicate offences as:
embezzlement of public funds and tax crimes; crimes related to corruption/abuse of
power; fraud in financial sector; and drug trafficking. Organised crime is also identified
as a threat in numerous state policies relevant for the understanding of risk. It is not
considered as a distinct category of predicate offending, but rather as an organised
manner of committing another underlying type of criminal activity. There is no overall

3
4

All-Russia Census of 2010
World Economic Outlook, IMF, April 2019,
www.imf.org/external/datamapper/NGDPD@WEO/OEMDC/ADVEC/WEOWORLD/RUS
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estimate available of the value of criminal proceeds in Russia. Authorities estimate the
damages and losses resulting from all investigated criminal cases as averaging
approximately RUB 220 billion per year during 2014-18.

51. Russia faces significant threats from domestic and international terrorism,
and their associated financing. Russia has for several decades faced a severe domestic
terrorism threat related primarily to illegal armed groups operating from the North
Caucasus and the country has been the site of numerous major attacks. In recent years,
the threat from North Caucasus groups has reduced, but Russia has faced increasing
threats from international terrorist organisations, notably ISIL, resulting both from
Russia’s major role in combating ISIL in Syria and from the activity of FTFs.

Country’s risk assessment & scoping of higher risk issues

52. Russia has prepared annual reports on ML and TF risks since 2013 and
completed its first comprehensive national risk assessments for ML and for TF in June
2018. Both assessments were led by Rosfinmonitoring, using its own methodology. The
NRAs drew input from a wide range of relevant stakeholders and authorities and used
a comprehensive base of information, as set out below in the assessment of 10.1. While
formal NRAs were completed for the first time in 2018, Rosfinmonitoring has since
2013 been responsible for identifying and assessing risks and has drawn on its prior
risk analysis when preparing the formal NRAs.

53. The ML NRA seeks to identify the most significant proceeds-generating
offences (noted above) and the methods most commonly used to launder the proceeds
of crime in Russia. The high-risk group includes the most frequently used ML methods
and tools, such as the use of front/ shell companies, the use of non-resident legal
persons and arrangements, trade-based ML through fictitious economic activity
abroad, people affiliated with public officials, the misuse of electronic payments and
virtual currencies, and cash operations. It is notable that, while a number of different
methods are used to achieve this, most of the high risk methods and tools identified in
the NRA involve moving funds out of Russia illicitly in order to further launder those
funds in other countries.

54. The TF NRA considers the specific threats posed by different forms of
terrorist activity, including illegal armed groups operating in the North Caucasus, cells
of international terrorist organisations operating in the country, Russian FTFs
traveling to or returning from conflict zones, FTFs transiting through Russia to travel
to or return from conflict zones, and perpetrators recruiting Russian nationals in
terrorism through the use of social media or the Internet. The assessment takes into
account the different stages of TF, and the mitigating measures in place. It concludes
that the methods and techniques used are common to all the terrorist groups active in
Russia.

55. The assessors reviewed Russia’s 2018 ML and TF NRAs, as well as
information from reliable third party sources (such as reports from other international
organisations) in order to identify issues for enhanced focus in the course of this
assessment. The issues identified were the following:

a) Corruption and embezzlement of public funds: The assessors consider
corruption as a high-risk area for ML. The ML NRA identifies corruption and
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embezzlement of public funds as generating significant criminal assets.’
Levels of corruption are steadily high in Russia.® While important initiatives
have been taken in recent years to combat corruption, corruption remains a
significant proceeds-generating crime.” The assessment team considered how
authorities identify, investigate and prosecute the laundering of the proceeds
of corruption—particularly relating to PEPs—and the authorities’ activities to
identify and recover these assets wherever located.

b) Proceeds of organised crime, particularly drug trafficking: Russia’s
criminal environment is characterised by the presence of organised criminal
groups with international links. Some of these groups are large, and generate
profit from an array of complex criminal activity, particularly drug trafficking,
including that related to Afghanistan. According to the ML NRA, drug
trafficking is the principal predicate offence for ML and is one of the crimes
generating the most revenue.®

The assessment team considered the actions taken by authorities to
investigate ML committed by organised criminal groups and their ability to
confiscate proceeds and instrumentalities (both domestically, and abroad,
through outgoing MLA requests), and how these are used to disrupt the
groups and their activities. Given the risk identified in the ML NRA, the
assessment team also considered the use of virtual assets in the sale of
narcotics, and the corresponding actions taken by law enforcement
authorities.

A large number of criminal proceeds generated in Russia are laundered
abroad, as recognised by the ML NRA. Assessors focused on how the
authorities are seeking assistance to pursue domestic ML cases with trans-
national elements, and in particular to pursue the proceeds of drug trafficking
and other crimes when these are laundered in other countries.

c¢) Laundering of proceeds through the banking sector: The NRA recognises
that the financial sector is vulnerable to ML. Banks represent 92.6% of the
total financial sector assets in Russia and there are some whose business
models focus on carrying out high-risk financial services.” The assessors
examined how the authorities prevent criminals from infiltrating or misusing
banking institutions and how these institutions apply preventive measures,
including CDD, record-keeping and suspicious transaction reporting. The role
of the banking sector insiders involved in or enabling financial crime,
including corruption, was also examined. Given that ML schemes often involve

5 According to official statistics, the main volume of illegal proceeds in Russia is generated by
economic and corruption-related offences. The amount of assets generated by these crimes in
2017 was RUB 190 billion (approximately USD 3 billion). Fraud with public funds,
misappropriation or embezzlement, and economic crimes against the state amounted to
around 30% of the total sum, or USD 1 billion. See non-public ML NRA, pages 12-13.

6. https://databank.worldbank.org/data/reports.aspx?source=worldwide-governance-
indicators&preview=on.

7 www.coe.int/en/web/greco/evaluations/russian-federation.

8  As part of crimes predicate to ML, the share of crimes related to drug trafficking in the period
from 2014 to 2017 was about 40%. Non-public ML NRA, page 14.

o b
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transfers to foreign jurisdictions, the assessors also focused on the risk
management of banking institutions with international exposure, particularly
towards countries where, or through which, Russian criminal proceeds are
primarily laundered.

d) Cash intensive/ informal economy: The ML NRA recognises the use of cash
as high in the Russian economy, even though it has declined in recent years.
Russia states that illicit cash is used in the informal economy, and
reintroduced in the formal financial system through deposits on accounts held
by front persons and front companies, and subsequently withdrawn as cash.
These accounts are opened in large FIs, but also in regional banks and
branches. A main factor of vulnerability is the use of cash to conduct real estate
transactions, even though this dropped from 87% in 2010 to 27% in 2017. The
assessors considered the mechanisms deployed by Russian authorities to
mitigate the risk of ML using cash, including cross-border transportation of
currency, as well as on remittances and the use of cash in real estate
transactions.

e) TF: Russia faces a high risk of TF, with main threats represented by armed
groups in North Caucasus, cells of international terrorist organisations in
Russia, FTFs from Russia or transiting through Russia, and terrorist
organisations raising funds on the Internet. Terrorist attacks have occurred
on Russian territory, mainly in North Caucasus, but also in major cities such
as Moscow and Volgograd. Furthermore, a significant number of Russian FTFs
have departed Russia to join ISIL in Syria and Iraq (approximately 4 000)."
According to the TF NRA, terrorist groups mainly raise funds on the Internet
(including social networks), not only from persons deliberately involved in
the financing of terrorism, but also from individuals who are unaware of their
true purpose. Other electronic payments, including virtual assets, may also be
used for TF purposes. The assessment team focused on the effectiveness of
measures to combat TF in all its forms, including the financing of FTFs,
implementation of TFS, and the integration of CFT in the broader counter-
terrorism strategy.

56. Through the scoping exercise, several areas were identified for lesser focus:

a) Mutual insurance companies, mutual investment funds, investment fund
management companies, and private pension funds: these are identified
by the ML NRA as posing a low risk. Furthermore, their share of financial
sector assets is low, and assessors found no information that these areas
deserve increased attention in the assessment.

b) Casinos: this is not a significant sector in Russia, and casinos are permitted in
only four special gambling zones while online casinos are prohibited. The
assessment team focused less on this sector while assessing the effectiveness
of the DNFBP sectors as a whole.

57. In the course of the scoping exercise, assessors also noted that Russia’s
AML/CFT system also makes use of modern IT systems to a high degree within the

10 https://themoscowtimes.com/news/russia-named-top-source-of-foreign-fighters-in-syria-

and-irag-59380.
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federal AML/CFT system, in particular by the FIU. Assessors paid particular attention
to how these systems are deployed and their effect on the implementation of AML/CFT

measures.
Materiality
58. The Russian economy is the eleventh largest in the world in terms of GDP.

According to the IMF, the volume of GDP in 2019 amounted to USD 1.61 trillion. Natural
resource extraction makes up a major part of Russia’s economy: Russia has large oil,
natural gas, and precious metals industries that account for a significant share of GDP,
amajority of exports and almost half of federal tax receipts.!! Russia is an industrialised
country with an extensive manufacturing sector. One notable contextual factor is the
significant size of the informal or “grey” economy in Russia - it is estimated that in
2016, up to 21% of the labour force did not have a contract for their main job. The
presence of a significant informal economy may make it easier for criminals to conceal
serious criminal activity.

59. Russia is not a major financial centre, trade hub, or centre for company
formation and administration, although it does function as a regional hub for the
Eurasian Economic Union countries, giving it some exposure to cross-border ML and
TF risks emanating from Central Asian and Caucasian countries, and Belarus. Its Fls
and DNFBPs primarily serve domestic customers. One exception to this is Russia’s
DPMS sector: Russia is a significant centre for mining precious metals and stones.

Structural Elements

60. Russia has all of the key structural elements required for an effective
AML/CFT system, including political and institutional stability, a significant high-level
commitment to address AML/CFT issues across various parts of government,
governmental accountability, rule of law, and a professional judiciary.

61. However, there are doubts from some sources that the judicial system is fully
independent and fair. Concerns have been raised by the Council of Europe
Commissioner for Human Rights in 2016'% about the Russian judiciary, including that,
notwithstanding recent positive reforms, the current procedures and criteria to
appoint, dismiss and sanction judges still provide insufficient guarantees for objective
and fair proceedings and expose judges to potential pressure, and that this is further
compounded by a criminal justice system which favours the prosecutorial position.
Similar concerns were highlighted in 2014 by other experts'?, and since 2010, several

11, World Bank, Russia Economic Report 41
http://pubdocs.worldbank.org/en/115001560108403019 /rer-41-english.pdf

12, COE Commissioner for Human Rights, 25 Feb. 2016, www.coe.int/en/web/commissioner/-
/as-long-as-the-judicial-system-of-the-russian-federation-does-not-become-more-
independent-doubts-about-its-effectiveness-remain.

13 Gabriela Knaul, Report of the Special Rapporteur on the Independence of Judges and
Lawyers - Mission to Russia, 30 April 2014, A/HRC/26/32/Add.1, considered by the U.N.
General Assembly, Human Rights Council,
http://ap.ohchr.org/documents/dpage e.aspx?si=A/HRC/26/32/Add.1; Russian Federation:
Independence and Impartiality; Judicial Integrity and Accountability, International
Commission of Jurists, 16 June 2014, wwwe.icj.org/cijlcountryprofiles /russian-
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applicants from Russia have had their complaints upheld by the European Court of
Human Rights concerning violations of the impartiality of tribunals and right to a fair
trial. This issue is beyond the scope of a FATF evaluation, but such perceptions of the
judicial system may potentially contribute additional challenges to effectively
implementing some elements of the FATF standards, such as those involving
international co-operation.

Background and Other Contextual Factors

62. Russia’s economy and financial sector have undergone significant structural
changes during the last 30 years, which continue to be relevant to the ML/TF risks.
Following the fall of the Soviet Union, during the period 1989-95, a large number of
banks were created in response to the new need for financial services and
intermediaries. Many banks were linked to companies or particular industries and did
not take deposits or make loans. During this initial post-soviet period, there were no
effective market entry controls (for either prudential or AML/CFT purposes), and some
banks came to be controlled by criminal interests. Since 2013, the BoR has significantly
reinforced the requirements for owners and top management of banks. In recent years,
there has been a significant reduction in the number of banks, such that there are 469
banks in Russia as of May 2019 (down from 923 in 2013, and from around 2 500 in
1996). This reduction reflects the revocation of licences by BoR for both prudential and
AML/CFT reasons, mergers and acquisitions, as well as the closure of unprofitable
banks.

63. The trend towards consolidation has progressed “organically” as a result of
specific cases, and remains ongoing. However, it has had a significant effect on the
ML/TF risk environment in the banking sector: removing the weakest institutions, and
increasing the size and professionalism of those which remain. Nevertheless, many
small non-credit FIs remain, which may have less capacity and resources to make
investments in tools or processes for AML/CFT compliance.

64. On anti-corruption issues, Russia is a party to both the UN Convention against
Corruption (UNCAC / Merida Convention) and the Convention on Combating the
Bribery of Foreign Public Officials in International Business Transactions (Anti-Bribery
Convention), and is also a member of GRECO.'* Russia has dedicated significant
resources to combating corruption, including through the 2011 restructuring of a
specialised agency (the IC, see below).

65. However, assessors note that some parts of Russian law enforcement
agencies have a corruption problem, including agencies charged with investigating
ML.'* Russian authorities are making noteworthy efforts to deal with this problem and

15

federation/russian-federation-judges/russian-federation-independence-and-impartiality-
judicial-integrity-and-accountability-2/.
See Fourth Round Evaluation Report of Russia, GRECO 22 March 2018

le680794c4f

For example, the acting head of a Department within Mol’s Economic Security and Combating
Corruption Unit—a key AML office—was arrested in 2016 for hiding approximately RUB 9
billion (USD 125 million) in cash and bank accounts abroad. Another former official from FSB
was recently arrested for taking bribes from banks and businesses and had RUB 12 billion
(USD 185 million) in cash seized from him.
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have convicted many law enforcement officers of corruption offences in recent years,
in most cases for low-level bribery. Protections for whistle-blowers have also been
seen as limited and corruption in Russia has been highlighted as a concern by
international anti-corruption NGOs.

66. In terms of context for proliferation financing, Russia shares a border with
the DPRK, and the two countries share a long-standing bilateral relationship focused
on trade. In previous years, over 30 000 workers from the DPRK resided in Russia. As
of March 2019, less than 4 000 DPRK workers continued to be employed in Russia and
are expected to be repatriated in due course. Russia and Iran share a long-standing
bilateral relationship and trade relations. Russia is not an international financial centre
or a trade and transhipment hub, nor is it a significant centre for the formation of
international companies. However, Russia does have a significant high-technology
manufacturing sector, producing proliferation-sensitive goods and materials.
Nevertheless, although outside the scope of this assessment, Russia applies an export and
technical control regime for trade in relevant goods and to ensure compliance with UN
sanctions, and applies measures for control of the underlying financial transactions related
to possible proliferation-related activities.

AML/CFT strategy

67. Russia’s high-level strategy for combating ML and TF is set out in the 2018
Concept for Development of the National AML/CFT System.'® This is a presidential
document, which sets out prevalent risks for the country, and defines the high-level
objectives to prevent and mitigate those risks, such as increasing the efficiency of the
national AML/CFT system, providing for the compliance of the obliged entities with
AML/CFT legislation, increasing the level of transparency in the economy, preventing
the misuse of public funds and enhancing the effectiveness of public expenditures, and
suppressing terrorist/extremist threats and enhancing transparency of NPO activity.

68. To achieve these objectives, the Concept sets the high-level directions for the
development of the national AML/CFT system in further developing the state policy
and legislation in the area of AML/CFT, improving the mechanism for the obliged
entities’ engagement in the national AML/CFT system, reducing criminality related to
ML/TF/PF, and enhancing the national AML/CFT system.

69. At the level beneath these, the Concept outlines specific tasks which should
be undertaken towards achieving the high-level objectives (e.g. under the direction of
reducing criminality related to ML/TF/PF, improving law enforcement practice for the
identification of the BO of legal persons; establishing specialised investigators, judges
and prosecutors focusing on financial crimes, etc.). This provides the basis for a series
of agency-level action plans which reflect the results of the 2018 ML and TF NRAs and
include more specific and time-limited objectives.

Legal & institutional framework

70. Russia is a civil law country. The Constitution (adopted on 12 December
1993) and all other federal legislation is applicable throughout the territory of the
country. AML/CFT measures are primarily set out through federal laws: criminal
justice measures are found mainly in the Criminal Code and the Criminal Procedure

16 Published on the official Kremlin website on May 30, 2018
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Code, while preventive measures are set out mainly in the AML/CFT law. Some
AML/CFT requirements are set out in laws governing the wider activity of which they
are part (e.g. on company formation and registration). These are supplemented by a
range of regulations (i.e. by-laws) issued by specific authorities.

71. The organisation of the executive is determined by the President, who is
responsible for the structure of the Russian executive branch (which includes almost
all bodies concerned in AML/CFT), and can, by decree, set up interagency working
groups to develop policy plans. Executive power is shared by the President, who is the
head of state, and the Prime Minister (officially the “Chairman of the Government”),
who is the head of government. The executive includes 22 federal ministries, 28 federal
services (of which Rosfinmonitoring is one), and 19 agencies.

72. The institutional framework for AML/CFT in Russia involves a wide range of
Federal Ministries and Executive Bodies. The work of the different agencies is co-
ordinated through an Inter-Agency Working Group (chaired by the Chief of Staff of the
President) and an Inter-Agency Commission on AML/CFT/CPF (Chaired by the
Director of Rosfinmonitoring). These are responsible for national policy co-ordination,
and exist both nationally, and in each federal district, where they are responsible for
interagency co-operation at regional level.

73. Rosfinmonitoring (the Federal Financial Monitoring Service), is the Russian
Financial Intelligence Unit (FIU) and is the central authority co-ordinating the activities
of all state bodies involved in AML/CFT issues. It was established in November 2001,
initially within the competence of the Ministry of Finance, but since 2007, it has been a
separate federal service. As an FIU, Rosfinmonitoring receives, processes and analyses
information connected with ML/TF and forwards information to law enforcement
bodies, if necessary. Rosfinmonitoring is also the registration and supervisory
authority for sectors including leasing companies, and real estate agents.

74. The Ministry of Finance (MoF) is responsible for policy and regulation for
budget, tax, insurance, foreign currency and banking activities, credit co-operation,
micro financial activity, financial markets, public debt, auditing activity, business
accounting and book-keeping, and processing and circulation of precious metals and
precious stones, among others. The Ministry of Finance co-ordinates and controls the
activities of the FTS, the Federal Service for Alcohol Market Regulation, the Federal
Customs Service and the Federal Treasury.

75. The Ministry of Justice (Mo]) is responsible for policy and regulation in a
several areas. With regard to AML/CFT, the Mo] is the authorised body for state
registration and federal state supervision over the activities of NPOs. Mo] carries out
entering of data in the register on branches and representations of the international
organisations, foreign non-profit non-governmental organisations.

76. The Ministry of Foreign Affairs (MFA) is the responsible authority for
international relations, in order to establish a unified foreign affairs policy. The MFA is
also responsible for the signing and implementation of international agreements.

77. The Ministry of Internal Affairs (Mol) is responsible for law enforcement
and immigration issues and services. It is not just the governing body for law
enforcement, the Mol is also the police. It is the responsibility of the Mol to detect,
prevent, disclose, suppress and investigate crimes and administrative offences. The
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Mol is also concerned with public order and road traffic security issues, and the
protection of state property.

78. The Federal Security Service (FSB) is the Russian domestic state security and
counterintelligence service, responsible for counterintelligence, federal border
protection, anti-terrorism operations and the fight against organised crime. AML/CFT
issues are within the competence of the FSB.

79. The Investigative Committee (IC) is an investigative agency originally
established under the General Prosecutor’s Office in 2007. As of 2011, it is
independent. The IC is a law enforcement authority charged with investigating the
most serious and complex crimes in high-risk areas as TF, corruption, financial sector,
and budget spending and taxes.

80. The Federal Customs Service (FCS) is an executive body that controls
imports and exports to Russia, supervises the activities of customs and currency
transactions and takes enforcement actions against smuggling, other crimes and
administrative offences. The FCS has law enforcement duties and powers.

81. The General Prosecutor’s Office (GPO) is an independent, centralised,
uniformed prosecution authority. Its main task is to supervise the observance of all
laws in Russia, including AML/CFT related laws. As with many civil law countries, the
GPO co-ordinates all law enforcement activities related to combating crime. One of its
main tasks is the prosecution of suspected criminals before the courts. It is the central
authority co-ordinating the provision of MLA in criminal matters. The Prosecutor
General heads the GPO and is the highest officer in the prosecution system. The
Prosecutor General is constitutionally independent from the three branches of
government.

82. The Bank of Russia (BoR) is responsible for regulating and supervising the
activities of credit institutions (CI) and non-credit financial institutions (NFI), as set out
in more detail below, but also plays a central role in national policy and coordination.

83. Judicial authority is exercised by the courts. The Supreme Court is the highest
judicial body on civil, criminal, administrative and all other cases that are within the
competence of general courts. The Supreme Court also supervises general courts and
issues judicial interpretations. As in other civil law countries, stare decisis (courts
applying the same reasoning as in similar previous cases) does not apply in Russia,
although judges may follow earlier decisions by higher courts, and the supreme court
prepares guidance for lower courts based on analysis of lower-court decisions, with a
view to ensuring consistency in reasoning. Russia also has district courts for criminal
trials and regional courts having the power of appellate review. Military district courts
are the venue for terrorism and TF trials, using the same procedures as district courts,
but different court premises and with trials taking place before either a single judge or
a panel of three judges of the district military court.

Financial sector and DNFBPs

84. This section gives general information about the size and makeup of the
financial institution and DNFBP sectors in Russia. These are not all of equal importance
given their role and size within Russia, and their different levels of exposure to ML and
TF risks. The level of risk also varies greatly between different individual FIs and
DNFPBs within the same sector. Assessors ranked the sectors based on the relative
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importance, materiality and the level of risk. These rankings have been used to weight
positive and negative implementation issues throughout the report, as a basis for
assessors’ conclusions - particularly under 10.3 and 10.4.

a) Credit institutions (mostly banks) is weighted as by far the most important
in the Russian system, reflecting both the size of the sector, and its degree of
exposure to ML and TF risks. The banking sector plays a key role in Russia as
the primary means of accessing financial and related services. As of 31
December 2018 there were 484 credit institutions licenced in Russia, with 11
being considered systemically important banks. The number of credit
institutions has steadily reduced in the last two decades, with 2 925 banks
licenced in 1995 and 923 banks in 2013, which reflects a process of
consolidation of the market as well as, in recent years, a more thorough
application of entry requirements and AML/CFT supervision. Banks offer a
variety of services, including retail, correspondent banking, and private
banking. The NRA indicates a high level of threat from criminal elements
(fraudsters, corrupt officials, organised crime) with vulnerabilities
accentuated by the presence of a limited number of Fls prone to carrying out
high-risk financial services or being involved in illegal activity.

b) Micro-finance institutions and credit co-operatives are heavily weighted for
ML/TF risks. The vulnerability of the MFIC and CCC sectors is partly due to the
relative simplicity of registration process (as compared to banking sector) and
also the specifics of the sectors (the possibility to attract funds of legal persons
and redistribute them among individuals). In 2017, there were 2 271 micro-
finance organisations and 2 666 credit consumer co-operatives (in 2013,
there were 3 860 microfinance organisations and 3 602 co-operatives).

c) The DPMS sector is also heavily weighted for ML/TF, with threats associated
with tax evasion, illegal extraction of precious metal, illegal refining and
smuggling of precious stones. One of the main vulnerability factor in the sector
is the insufficient level of implementation of the AML/CFT legislation by
participants in certain segments of the sector, as well as the need to improve
the sanctioning measures and state control. In 2017, there were 430 natural
or legal persons licenced to deal in precious metals and stones.

d) Five sectors are weighted moderately:

i.  The securities sector is a significant segment of the financial market in
terms of the volume of transactions. In 2017, there were 614 licence-
holding participants in the securities market, which represents a
significantly lower number than the 1 149 holding licences in 2013. One
of the vulnerability factors of the securities market is the possibility of
carrying out settlements using bills of exchange (in particular, commodity
bills) which makes it difficult to establish a connection between the buyer
and the seller.

ii. The insurance sector: In 2017, there were 309 insurance companies or
brokers licenced, which is about half of those licenced in 2013 (594). This
reduction is in part explained by revocation of licences following the
activities of BoR.
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iii. = The real estate sector: There were 10 634 real estate individual agents
and companies in 2017. A main factor of vulnerability is the use of cash to
conduct real estate transactions, even though this dropped from 87% in
2010 to 27% in 2017. A notary is usually involved in a real estate
transaction, while banks and real estate agents intervene sometimes.

iv.  MVTS services: Apart from providing traditional postal services, Russia
Post is also allowed to provide some financial services. This includes the
right to deliver pensions, allowances and other targeted payments, sale of
securities, accepting and delivering payments, receive utilities, goods and
services payments and provide debit card, MVTS and ATM services. Russia
Post has approximately 42 000 offices all over Russia. Russia Post is
supervised by Roscomnadzor.

v.  Payment acceptance services: Certain commercial non-banking legal
entities have the right to accept cash from the public and to transfer these
funds to other entities. This service is allowed for the payment of
telecommunication services, rent and utilities, but can only be used for
these purposes, not for other payments or transfers, greatly decreasing its
vulnerability to ML and TF.

e) Other sectors are weighted as being of relatively low importance. These
include:

i.  Advocates, notaries, and legal professionals: The activities carried out
by advocates and notaries are regulated in their professional codes, and to
some extent allow for activities that should be covered by AML/CFT
legislation. Advocates are marginally involved in those activities, and
Russia indicates that there were around 600 such advocates. Legal
professionals are subject to the AML/CFT legislation but are not required
to register, although about 1 000 have done so. They mainly offer
consultancy services for the creation of legal persons. In 2017, there were
7 933 notaries.

ii. Accountants and auditors (and TCSP activities): In 2017,
4 223 audit organisations and 618 individual auditors, who provided audit
and accounting services, were members of self-regulatory organisations of
auditors. As for TCSPs, the legal framework does not regulate these as a
separate profession or class of activities. According to the authorities,
some of the relevant services are provided by other regulated professions
- primarily by legal professionals, and notaries, while some services are
prohibited. .

iii. Casinos: In 2017, there were seven casinos in Russia, with a combined
annual turnover of RUB 13 billion. Online casinos are prohibited.

iv.  Mutual insurance companies, mutual investment funds, investment
fund management companies, and private pension funds: There were
309 mutual insurance companies and 305 companies holding licences to
manage investment funds, mutual funds and private pension funds in
2018.
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Preventive measures

85. Russia’s preventive measures are set out in the AML/CFT Law (Federal Law
115-FZ), which came into force in February 2002. In addition, there are specific
regulations set out in numerous subsidiary legal instruments pertaining to specific
sectors or activities.

Legal persons and arrangements

86. Commercial and non-profit organisations can be set up in Russia. The former
includes general partnerships, limited (commandite) partnerships, limited liability
companies, joint-stock companies, production co-operatives, unitary enterprises,
business partnerships, state and municipal enterprises and other commercial
organisations (including simple partnerships and investment partnerships which do
not form a separate legal entity). Non-profit organisations include consumer co-
operatives, and other non-profit organisations such as charities. Foreign legal entities
operate in Russia through representative offices and branches under the Law on
Foreign Investment, subject to prior accreditation by Russian authorities. Legal
persons operating in special economic zones are regulated by the provisions of Federal
Law 116-FZ. These special economic zone companies are subject to the same
registration and information requirements of other companies, including on their
obligations to provide information to competent authorities and be the subject of
inspection.

87. Legal persons (commercial and non-profit organisations) are required to be
registered in the Uniform State Register of Legal Entities (USRLE), which is maintained
by the FTS. The State register must record basic information of all legal persons, to
include name of the legal person, the original or a copy of the founding documents
attested by a notary (which include basic regulating powers, legal form and status,
address of the registered office, directors).

88. Limited liability companies make up over 80% of all the legal entities
registered in Russia, and have therefore been the main focus of assessors. Joint stock
companies are the next most popular type of legal entity, and were also examined
carefully. The less intensively-used forms of legal person were not weighted so heavily.
The table below summarises the forms of legal person which exist in Russia and their
basic characteristics.
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Legal entities registered in the USRLE, 2018

Commercial organisations Number Registered Key Characteristics
General partnerships 145 Commercial organisation. Partners share unlimited liability.
Limited (commandite) partnerships 296 As a general partnership, but with non decision-making
investors as well as general partners
Limited liability companies 3338503 The most common form of legal person used in Russia. Can
be established with a minimum capital of RUB 10 000.
Joint stock companies 73098 Companies governed by their shareholders
Including:
Non-public joint stock companies 26 283 ...where shares held by a limited range of up to 50 persons
Public joint stock companies 1176 ...where shares are publicly tradeable
Production cooperatives 10990 Voluntary associations of 5+ persons for joint production
Unitary enterprises 15194 State and municipal enterprises, which do not take ownership
of property used
Other commercial organisations 8768
Sub-total 3446 994
Non-commercial organisations
Consumers cooperatives 84 086 Mutual organisations to meet the needs for goods and
services
State and municipal enterprises
221433
Other non-profit organisations 323903
Sub-total 629 422
Total 4076 416
89. Express trusts and other similar legal arrangements cannot be created under

Russian law. However, nothing prevents a person in Russia from setting up or
managing a legal arrangement created under foreign law.

90. As noted in Russia’s NRA, the misuse of legal persons is a key ML
methodology in Russia. Legal persons are misused either as front companies to conceal
fictitious activity in trade-based ML schemes or to conceal the real owners through
strawmen managers/shareholders. Concealment of the BO of a Russian legal person
through a foreign complex structure was also identified.

Supervisory arrangements

91. Russia has AML/CFT supervisors for the various sectors and activities
covered by the AML/CFT measures. The main supervisory authorities are:

a) The BoRisindependent from other government bodies and only reports to the
State Duma. The head of the BoR is appointed or dismissed by the President,
with the approval of the State Duma. BoR is responsible for the stability of the
national currency, for the development of the banking system and for an
efficient payment system. BoR is also the regulator and supervisor for credit
institutions and banking groups, as well as non-credit FIs (insurance
organisations, pawnshops, non-state pension funds, professional participants
of the securities market, microfinance organisations, management companies
of investment funds, unit investment funds, non-governmental pension funds,
and credit consumer cooperatives, including agricultural credit consumer
cooperatives).
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b) Rosfinmonitoring is the supervisory authority for sectors including leasing
companies, real estate agents, factoring companies and payment acceptance
providers.

¢) Roscomnadzor supervises the Russian Post.

d) The Assay Chamber is the supervisory body that controls entities’ compliance
with rules concerning trade in precious metals and stones, jewels and scrap,
and is subordinate to the MoF.

e) The FTS is tasked with the collection of federal taxes in Russia. It also exercises
supervision over currency operations, the gambling sector, and lotteries. The
FTS is also responsible for the registration of legal persons and lotteries. All of
its duties are carried out under the authority of the MoF.

f) For Auditors, there are two self-regulatory organisations: the “Russian Union
of Auditors” and the “Sodruzhestvo Association”. These represent the interests
of their members and supervise their activities, including compliance with
AML/CFT legislation, and membership is mandatory for the profession. In
addition, the Federal Treasury is responsible for supervision of the activity of
the two self-regulatory organisations and of the auditors themselves,
including AML/CFT compliance, and is independent from the audit profession.

International co-operation

92. Russia co-operates with a wide variety of jurisdictions, receiving over 6 000
requests for MLA each year, and sending approximately 4 800 requests each year, with
the General Department of International Legal Co-operation (GDILC), within the
General Prosecutor’s Office co-ordinating MLA. In addition, Russia engages in direct co-
operation by law enforcement, FIU, and supervisory authorities. The geographic
coverage of both outgoing and incoming requests reflects Russia’s risk profile as a
“source” country for criminal proceeds, and key partners for outgoing requests include
Cyprus, Latvia, Switzerland, British Virgin Islands, Germany, the UK, the US, Czech
Republic and Belarus.
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Key Findings and Recommended Actions

Key Findings

1. Russian authorities have a very developed understanding of the
country’s ML/TF risks. Identification and assessment of ML/TF risks is
done as a systemic exercise, which benefits from the high-level political
commitment and the participation of all major stakeholders from both
the public and the private sectors. The ML NRA uses a large amount of
quantitative and qualitative data from a multiplicity of public and non-
public sources. The methodology of the ML NRA is generally sound,
although some improvements can be made.

2. The ML risks identified seem comprehensive and reasonable. The
authorities demonstrated advanced understanding of and clear views on
the constituents of risk, are aware of the most relevant country-wide and
sector-specific risks, including the applicable risk scenarios, methods and
tools.

3. TFrisks are well identified and understood. The TF NRA is high-level and
does not provide granular information about specific threats.
Nevertheless, it is usefully supplemented by the in-depth knowledge of
the criminal intelligence and investigation staff of the LEAs involved in
counter-terrorism. Rosfinmonitoring has a key role in identification of
TF-related threats and generation of relevant intelligence output.

4. National AML/CFT policies appropriately address identified ML/TF
risks. There is an on-going and consistent policy development process in
Russia, which builds on the outcomes of formal risk assessments and
other articulations of risks (such as the annual threat assessment reports
produced by Rosfinmonitoring since 2013). Relevant national strategies
and the Action Plans derived from the outcomes of 2018 ML and TF NRAs
represent the national policies at the strategic and operational levels
aimed at combating ML/TF in the country.

5. Russianlegislation does not provide for the non-applicability of any FATF
Recommendations requiring FIs or DNFBPs to take certain actions.
Simplified measures have been defined with due regard to the findings
and conclusions of risk assessments, through consultation with relevant
public and private stakeholders in AML/CFT. Results of risk assessments
are used to support application of enhanced measures in higher risk
scenarios.
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6. The NRAs have informed the objectives defined and activities taken by
Russian authorities. Alignment of objectives, priorities and activities with
national ML/TF policies is achieved through, inter alia, the adjustment of
agency-level policies with risk assessment outcomes and their
incorporation into the roles and priorities of competent authorities.

7. Domestic co-ordination and co-operation is a major strength of the
Russian AML/CFT system. Rosfinmonitoring is responsible for leading
and co-ordinating legislative and operational activities in the field of
combating ML/TF and enjoys a very high level of support from the top of
the legislature and the government. There are also a variety of
interagency co-ordination mechanisms.

8. FIs, DNFBPs and other sectors affected by the application of AML/CFT
requirements have been directly involved in the NRA and sectoral risk
assessment (SRA) processes. Results of risk assessments are duly
communicated to the FIs, DNFBPs and SROs through institutional and
operational arrangements.

1. The ML risk understanding would benefit from a more systematic and in-
depth strategic analysis of the financial flows potentially associated with
organised criminality generally and its transnational aspects
particularly. Such analysis should cover all relevant predicate offences to
provide a holistic understanding of the respective ML risks. The product
of such analysis should either be integrated into the relevant sections of
the existing national strategic documents or developed in the form of a
dedicated strategy for combating national and transnational organised
crime.

2. When the ML NRA or other SRAs are updated, the NRA methodology
could be improved by delineating more clearly different types of risk
determinants and subjects so as to avoid the potential confusion
stemming from the mixed use of product and activity-based definitions
of the risk domains. Also, further improvements are needed in the SRA
methodology to, inter alia, provide a more granular understanding of the
different exposure of sectors and firms to the various kinds of ML/TF
risks; and better discriminate between prudential and ML/TF risk
factors.

3. The next update of the NPO TF risk assessment should incorporate
certain parameters (such as information on the number and types of
registered entities, data on the founders, members and participants
(including BO), amount of assets under control, number and amount of
significant financial transactions, sources of donations and directions of
expenditures), as well as the findings of supervision for different types of
higher TF risk NPO, into the assessment report to enhance its utility for
public and private users.
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93. The relevant Immediate Outcome considered and assessed in this chapter
is 10.1. The Recommendations relevant for the assessment of effectiveness under
this section are R.1, 2, 33 and 34.

Immediate Outcome 1 (Risk, Policy and Co-ordination)

Country’s understanding of its ML/TF risks

94. Russian authorities have a very developed understanding of the country’s
ML/TF risks. This finding is based on the analysis of the risk assessments produced
by the authorities, and interviews. Since 2013, Rosfinmonitoring leads and co-
ordinates the risk identification and assessment of ML /TF. This is done as a system-
wide exercise, which benefits from a high level of political commitment and has the
participation of all major stakeholders from both the public and the private sectors.
The understanding of ML/TF risks has developed and evolved over the years and
has been systematised for the first time in the two NRAs - one on ML and one on TF
- issued in June 2018. Russia created its own methodology to conduct these
assessments following a well-organised process.

95. The ML NRA uses a large amount of quantitative data from many public
and non-public sources. Operational information mainly comprises data on financial
and cash flows from the BoR and the FCS, statistics on criminal actions, STRs and
mandatory reports, supervisory findings, as well as data from the FTS. Qualitative
information analysed includes independent reports from the IMF, World Bank and
other international organisations, expert judgments from supervisors, LEAs and
other key stakeholders, and responses to perception surveys from the private sector
and self-regulatory bodies (SROs).

96. Following the completion of the ML and TF NRAs, separate sectoral risk
assessments (SRAs) were conducted by supervisors. These built on the analysis and
conclusions of the NRAs and provided further details of the understanding of risk in
the respective areas of responsibility of those authorities. However, improvements
are still needed to these SRAs (see 10.3), including to provide a more granular
understanding of the differing exposure of sectors and firms to the various kinds of
ML/TF risks; to better discriminate between prudential and ML/TF risk factors; and
to update and iterate the SRA processes in order to verify the conclusions and refine
the approach to risk-based supervision on the basis of the first assessments.

97. The ML risks identified seem largely comprehensive and reasonable. Risks
are ranked into four groups. The High Risk group comprises the most frequently
used ML methods and tools, such as the use of front/shell companies, the use of non-
resident legal persons and arrangements, trade-based ML through fictitious
economic activity abroad, intermediaries affiliated with public officials, the misuse
of electronic payments and virtual assets, and cash operations. The Heightened,
Moderate and Low Risk groups assess the susceptibility of different FIs and DNFBPs
to the potential misuse for ML.

98. The methodology of the ML NRA seems generally sound, although some
improvements could be made. In particular, the ML NRA methodology employs a
mixed use of product and activity-based definitions of the risk domains, which might
create confusion when considering the exposure of individual sectors to the threats
materialised through specific ML methods and tools. The same is true for the SRAs.
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Whereas the conclusions on certain risks are not inappropriate as a result of the
methodology used, when the ML NRA or other SRAs are updated, the methodology
could be improved by delineating more clearly different types of risk determinants
and subjects.

99. The risk understanding has developed overtime. The 2018 NRAs built on
the findings and conclusions of earlier risk assessments, notably the annual threat
assessment reports produced by Rosfinmonitoring since 2013. Going forward,
recurrent and regular verification and feedback should play an important role in
improving the NRA process and analysis.!” Updating the NRA would allow Russia to
identify trends in order to complete the picture obtained at one point in time. The
risk understanding is likely to evolve when updating the NRAs with further
refinement of both the processes and the depth of understanding.

100. The ML NRA defines threats in terms of specific domestic and foreign
predicate offences, and identifies embezzlement of public funds, tax crimes, crimes
related to corruption/abuse of power, fraud in financial sector (e.g. illegal banking
activities perpetuated by unscrupulous managers and owners of Fls), and drug
trafficking as the prevalent types of criminal activity with the highest potential to
generate illicit proceeds. Vulnerabilities are considered within the context of the
applicable legislative framework, contextual factors (e.g. shadow economy and
circulation of cash), financial and non-financial sectors, etc. In addition, cybercrime'®
and organised crime'® generally considered in the ML NRA are identified as threats
in numerous other state policies relevant for the understanding of risk. Organised
crime is considered in a broader context with overarching implications in terms of
various types of criminal activity (including corruption, drug trafficking, fraud, etc.)
where criminals endeavour to unite efforts and resources to maximize the effect of
their wrongdoing.

101. The authorities demonstrated advanced understanding of on the
constituents of risk, and are aware of the most relevant country-wide and sector-
specific risks, including the applicable risk scenarios and ML/TF methods and tools.
Nevertheless, itis not clear that authorities have exhausted the potential for the NRA
to produce valuable conclusions on organised and large-scale criminal activities,
particularly regarding cross-border activity and the internal structure of criminal
groups. Despite the good knowledge of the operational situation in relation to

17 This includes, for example, feedback from operational and supervisory authorities on
priority areas where the NRA could provide more specific information on risks as a basis
for planning their activity; feedback on effect of the published NRA on the quality and type
of STR reports; feedback from regulated entities on risk areas where deeper analysis is
required; and verification of whether the conclusions of the risk assessment are reflected
in identified ML/TF activity.

18 Particularly, the ML NRA considers the threats posed by the use of credit cards/ electronic
means of payment to withdraw the proceeds of cybercrime (i.e. cyber-fraud and cyber-
theft). Cyber offences are criminalised under Ch. 28 of the CrC and include prohibitions on
unauthorized access to computer data as well as the creation and dissemination of
malware.

19 Particularly, the ML NRA considers the threats posed by organised criminal groups
involved in drug trafficking, embezzlement of public funds and fraud in financial sector.
Creation of and participation in an organised criminal group is criminalised under Article
210 of the CrC.

Anti-money laundering and counter-terrorist financing measures in the Russian Federation — © FATF-EAG-MONEVAL| 2019



CHAPTER 2. NATIONAL AML/CFT POLICIES AND COORDINATION | 33

organised crime, the ML risk understanding would benefit from a more systematic
and in-depth strategic analysis of the financial flows potentially associated with
organised criminality generally and its transnational aspects particularly. This is
important given the significant threat posed by organised crime and could enable
authorities to better disrupt international activities of organised criminal groups as
well as to prosecute those present in Russia.

102. TF risks are well identified and understood. The TF NRA considers the
specific threats posed by illegal armed groups operating in the North Caucasus, cells
of international terrorist organisations operating in the country, Russian and
foreign terrorist fighters, and perpetrators recruiting Russian nationals in terrorism
through the use of social media or the Internet. Risks are considered in view of the
vulnerabilities in three stages of terrorism financing, i.e. raising, moving and using
funds. The assessment takes into account the mitigation measures that are in place,
as well as the actions to be taken in the legislative, institutional and operational
frameworks for further suppression of the risks of terrorism and TF. The TF NRA
considers that the methods and techniques used to raise, move, and use funds are
common to all terrorist groups and actors, and that they have similar capabilities in
their use. The NRA therefore does not include specific financial profiles for different
groups or analyse their internal financial operations.

103. The published TF NRA is high-level and does not provide granular
information about specific threats, however, TF risk understanding is usefully
supplemented by the in-depth knowledge of the LEAs involved in counter-terrorism.
This includes the financial activities of the specific organisations and cells active in
the various parts of the country and abroad, as well as by the express ability of the
Rosfinmonitoring to initiate and, where necessary, support tracing TF-related funds
and assist the parallel financial investigation of TF cases. There would nevertheless
be value in using the next update to the TF NRA (or a related exercise) to gather and
consolidate the existing organisation-specific knowledge of TF, to enable it to be
analysed and tested, and make it available as a resource to a larger number of
competent authorities. Good performance in identification and assessment of
terrorism and terrorism financing risks is also confirmed by the cases presented in
10.9, with convictions achieved for individuals and activities related to both
domestic terrorism and international terrorism.

104. In 2018, the authorities conducted a separate TF risk assessment in the
NPO sector. The public version of the assessment report provides a detailed
description of the applicable legislative and regulatory framework and sets out the
vulnerabilities in terms of the possible misuse of NPOs for TF purposes (e.g. the
opportunity to receive cash through e-wallets bypassing bank accounts; the
difficulties in establishing clear links between individuals, e-wallets and a specific
NPO). It concludes that the risk of NPO misuse is low in terms of the whole sector. It
also suggests a range of mitigation measures to tackle identified risks.? Despite a
low TF risk identified in the NPO sector, FIs and DNFBPs are instructed to consider

20 E.g. development of legislation to prohibit persons who have had their assets frozen by a

decision of the Interagency Commission on CFT from acting as founders or members of
NPOs; to regulate collection of funds for charity organisations through donation boxes; to
apply the risk-based approach in supervision; and to carry out awareness-raising activities
for the NPO sector.
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NPOs as high-risk clients and to monitor transactions related to charitable purposes
(see 10.4). While such precautionary measure reflects the competent authorities’
intention to ensure early detection of possible adverse dynamics in the current risk
exposure of NPOs, there may be merit in additional outreach and communication
with the private sector to assist FIs and DNFBPs to gain a clearer understanding of
risk, assess their own exposures, and align their controls accordingly.

105. Whereas the analysis in the NPO TF risk assessment is at a general level
and does not provide specific details of threat assessment, detailed questionnaires
and other tools were used for collecting and analysing information on NPOs,
including information on the number and types of registered entities, data on the
founders, members and participants (including the BO), amount of assets under
control, number and amount of significant financial transactions, sources of
donations and directions of expenditures. Nevertheless, the next update of the NPO
TF risk assessment should incorporate the above-stated parameters, as well as the
findings of supervision for different types of higher TF risk NPOs, into the
assessment report to enhance its utility for public and private users.

National policies to address identified ML/TF risks

106. National AML/CFT policies appropriately address identified ML/TF risks.
This finding comes from interviews with the key AML/CFT stakeholders, such as
Rosfinmonitoring, the BoR, LEAs and policy makers, as well as consideration of the
national Action Plans and other policy documents.

107. There is an on-going and consistent policy development process in Russia,
which builds on the outcomes of formal risk assessments. The most recent nation-
wide policy document, the 2018 Concept for Development of the National AML/CFT
System, sets out high-level objectives to prevent and mitigate the identified risks,
such as increasing the efficiency of the national AML/CFT system, providing for the
compliance of the obliged entities with AML/CFT legislation, increasing the level of
transparency in the economy, preventing the misuse and enhancing the
effectiveness of public expenditures, and suppressing terrorist/extremist threats
and enhancing transparency of NPO activity.

108. To achieve these objectives, the Concept sets the high-level directions for
the development of the national AML/CFT system in further developing the state
policy and legislation in the area of AML/CFT, improving the mechanism for the
obliged entities’ engagement in the national AML/CFT system, reducing criminality
related to ML/TF/PF, and enhancing the national AML/CFT system. Under each
direction, the Concept defines the main tasks to be undertaken towards achieving
the high-level objectives®'. Implementation of the Concept is expected to result in
better compliance of the national AML/CFT system with international standards as
well as achieve an optimal institutional structure with adequate resources and
regulatory support.

21 For example, under the direction of reducing criminality related to ML/TF/PF, the Concept
defined the main tasks of improving law enforcement practice for the identification of the
BO oflegal persons; establishing specialised investigators, judges and prosecutors focusing
on financial crimes, etc.
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1009. Regarding organised crime, the approach employed by Russian authorities
in identification and mitigation of risk is to fight and suppress the prevalent crimes
identified by national risk assessments and policies, using a combination of
measures comprised of criminal intelligence and investigation for the identification
of criminal groups involved in any types of serious crime on one hand and, where
possible, charging both the predicate offence and the organised crime offense on the
other hand. The Strategy of the National Security defines “activities of criminal
organisations and groups, including transnational ones, involved in the illicit
trafficking in narcotic drugs and psychotropic substances, weapons, ammunition,
explosives, illegal immigration and human trafficking” among the main threats to
the state and public security. Similar provisions are contained in the National Anti-
Drug Strategy, the Concept for Development of the National AML/CFT System and
other strategic national policies.

110. In relation to cybercrime, the Strategy of the National Security speaks
about the threat with “the emergence of new forms of illegal activities, in particular
the use of information, communication and advanced technologies,” and two
Presidential Decrees??2 task the FSB to develop the national system for identification,
prevention and neutralization of cyber threats. In addition, a specialized department
within the Mol is tasked to combat cybercrimes, including unauthorized access to
computer data, creation and dissemination of malware, and fraud with the use of
computer technologies. BoR has established the Center for Monitoring and
Responding to Computer Attacks in the Credit and Financial Sphere (FinCERT),
which is tasked to counter, inter alia, cybercrime and computer fraud. Currently, all
credit organisations and insurance companies are connected to FinCERT, and the
authorities advise that co-operation with credit organisations, payment systems and
LEAs prevented the theft of more than RUB 2.5 billion and lead to blocking more
than 5 000 fraudulent sites since 2017.

111. The Concept for Development of the National AML/CFT System and other
relevant national strategies and the Action Plans derived from the outcomes of 2018
ML and TF NRAs represent the national policies at the strategic and operational
levels aimed at combating ML/TF in the country. This approach has been confirmed
and further detailed during meetings of the assessment team with high-level
members of the State Duma (Vice Chairman, Head of Standing Committee on
Security and Corruption Control, and Head of the Committee on Budget and Taxes)
and the Interagency Working Group on Combating Financial Crime (Deputy Chair,
Assistant to the President of the Russia). These officials provided comprehensive
information on the evolution of the relevant measures taken by the legislative and
executive branches of power over the last five years. At the time of the on-site visit,
both ML and TF Action Plans were in advanced stages of implementation.

Exemptions, enhanced and simplified measures

112. Russian legislation does not provide for exemptions from any FATF
Recommendations requiring FIs or DNFBPs to take certain actions. Simplified
measures can be taken in respect of only one element of CDD, i.e. identification of
customers who are natural persons, in case of limited types of transactions and

22 The Decrees of the President of Russia No. 31c of January 15, 2013 and No. 620 of
December 22, 2017.
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activities under specific restrictive conditions effectively mitigating the risk of
ML/TF (see R.1 and R.10).These conditions have been defined based on: the findings
and conclusions of earlier risk assessments, and; through consultation with relevant
public and private stakeholders in AML/CFT, representing objective characteristics
of potentially low-risk relationships, which are consistent with the conclusions of
the 2018 NRAs.

113. The results of risk assessments are used to generate two categories of
means triggering enhanced measures in higher risk scenarios. The first category
comprises the enforceable regulations specifying factors that affect the assessment
of risk for customers, geographic areas and transactions, as well as the indicators of
unusual or suspicious activity, which are used for determining the risk of the
customer and the business relationship and, subsequently, for making decisions on
filing reports with Rosfinmonitoring. To ensure adequate response to emerging
threats and ML/TF methods, these factors and indicators are periodically reviewed
and updated based on, inter alia, the findings of risk assessments. The second
category comprises information letters, methodological recommendations and
other guidance issued by Rosfinmonitoring, the BoR and other supervisors advising
the obliged entities to consider and use the NRA outcomes for identification,
assessment, management and mitigation of risks.

Objectives and activities of competent authorities

114. The risk assessments have informed the objectives and activities taken by
Russian authorities. At operational levels, authorities have aligned their policies,
roles and priorities with risk assessment outcomes through the development of
Action Plans building on the findings of the most recent nation-wide policy
document, the 2018 Concept for Development of the National AML/CFT System.
Rosfinmonitoring has revised its annual work plan for 2018 based on NRA findings
and the internal structure and organisation is aligned with the results of the NRA.
The BoR has developed a roadmap for implementing measures in response to 2018
ML and TF NRA findings, as further elaborated in the SRA for the financial sector.
Other supervisory authorities, as well as law enforcement agencies have adjusted
their policies (e.g. by amending quarterly work plans) and activities (e.g. by issuing
special directives) to implement findings of the NRA. Training is provided by all
agencies to, inter alia, better understand the identified risks and target activities
accordingly.

115. Among activities of the competent authorities informed by earlier risk
assessments, there were legislative and regulatory measures implemented over the
last five years (for example, to improve the instrumentality for revocation of licences
of credit institutions, to improve the quality of information on legal persons, or to
establish an interagency mechanism for mitigating the risks of embezzlement and
laundering of public funds in state defence contracts). These activities have had
measureable impact in the respective areas of concern (see analysis in relevant 10s
below).

116. There are many examples of measures coming from the Action Plans that
aim at mitigating higher risks. These include, for example, the introduction of
prosecutorial control over the expenditures of public officials, or the creation of
models of financial conduct of “corrupt official”, “drug dealer”, “terrorism
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accomplice” to enhance identification of customers and transactions with a higher
potential of ML/TF involvement. All law enforcement agencies, including Mol and
FSB, have specialized units for combating organised crime. Due to the work of these
units, criminal proceedings have been instituted against public officials suspected of
involvement in organised crime activities. To further improve the response to the
risks associated with organised crime, a legislative amendment is being passed to
tighten criminal liability for the creation of a criminal community, as well as for
leadership and participation in it. There are also examples of detecting and
prosecuting the prevalent predicate offences identified in the 2018 ML NRA with
links to organised crime.?

National co-ordination and co-operation

117. Co-ordination and co-operation is a major strength of the Russian
AML/CFT system. Rosfinmonitoring is responsible for leading and co-ordinating
legislative and operational activities in the field of combating ML/TF and enjoys a
very high level of support from the top of the legislature and the government. The
IAC Financial Crime and the IAC AML/CFT/CPF are the mechanisms used at federal
and regional levels by the competent authorities and SRBs to co-operate and co-
ordinate the development and implementation of policies and activities in AML/CFT
and, where appropriate, in CPF area.

118. IAC Financial Crime chaired by the Chief of Staff of the President has been
operational since 2012 is in charge of national-level development of strategies and
promotion of interagency co-ordination and co-operation. At regional level, it has
substructures in all federal districts in charge of regional co-operation, assessment
and mitigation of local risks.

119. The IAC AML/CFT/CPF chaired by the Director of Rosfinmonitoring has
been operational since 2006 and focuses on developing proposals for improvement
of the national legislation, sharing information on risks, implementing pilot projects,
considering new ML/TF trends and similar initiatives. The work of this interagency
co-operation format is supported by the Advisory Council established in 2007 and
composed of the representatives of the largest professional associations and unions
in the private sector, as well as the Compliance Council established in 2016 and
composed of the representatives of the largest FIs and DNFBPs (over 100 members).
The structure of the Compliance Council is also replicated at the regional level.

120. The IAC AML/CFT/CPF has a special role with regard to domestic co-
operation and co-ordination in matters related to the development and
implementation of AML/CFT and, where relevant, CPF policies and activities. To that
end, the Joint Order No. 207 provides instructions for the operational exchange of
information between Rosfinmonitoring and key law enforcement agencies. Further
elements of the co-ordination mechanism are provided by 25 interagency
agreements on co-operation between Rosfinmonitoring and other government
authorities. Other interagency co-ordination mechanisms with functions relevant
for AML/CFT are provided through the National Anti-Terrorism Committee, the

3 To further improve the response to the risks associated with organised crime, a legislative

amendment is being passed to tighten criminal liability for the creation of a criminal
community, as well as for leadership and participation in it.
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State Anti-Drug Committee, the Presidential Council for Countering Corruption, and
the Interagency CFT Committee. In all of these committees, Rosfinmonitoring is well
represented.

Private sector’s awareness of risks

121. FIs, DNFBPs and other sectors affected by the application of the AML/CFT
requirements have been directly involved in the NRA and SRA processes. In
preparation of the 2018 ML and TF NRAs, a large cross-section of the private sector
was requested to fill out a questionnaire to identify the main threats and
vulnerabilities of the national AML/CFT system. In the course of the NRA process,
representatives of the private sector were consulted at regular meetings of the
Compliance Council and the Advisory Council under the IAC AML/CFT/CPF to
discuss their perception and assessment of the risks and trends in the market, as
well as the measures necessary to address them. Such surveys, consultations and
other fact-finding initiatives were also carried out at regional level, through the
Compliance Councils in the federal districts.

122. Results of risk assessments are duly communicated to the FIs, DNFBPs and
SROs by means of the personal accounts on the Rosfinmonitoring website, as well as
bilateral and multilateral meetings, conferences and similar events. Communication
of the results of NRAs is also facilitated by the institutional arrangements of the
Compliance Council and the Advisory Council under the IAC AML/CFT/CPF. Based
on the results of the NRAs, specialised training courses for the representatives of the
private sector have been developed by the International Training and Methodology
Centre for Financial Monitoring (ITMCFM).

123. All competent authorities and SROs have posted public versions of the
national risk assessments and, where applicable, SRA reports on their official
websites. Supervisors have recommended the private sector to consider and use the
NRA and SRA outcomes for identification, assessment, management and mitigation
of risks. Awareness-raising activities for the obliged entities on the findings of the
risk assessments have been conducted through, inter alia, practical workshops to
model the situations that require application of risk management measures. SROs
advise of including the NRA and SRA reports in the list of recommended reading for
certification and professional development programs of their members.

124. Representatives of obliged entities are fluent in discussing the findings of
the NRAs and SRAs, as well as in elaborating on the relevant implications in terms
of specific threats, vulnerabilities and risks pertinent to their activities.

125. Russian authorities have a very developed understanding of the country’s
ML/TF risks. ML risks identified seem comprehensive and reasonable, and TF risks
are well identified and understood. National AML/CFT policies produced through
an ongoing and consistent policy development process appropriately address
identified ML/TF risks. The risk assessments have informed the objectives defined
and activities taken by Russian authorities, with domestic co-ordination and co-
operation being a major strength of the AML/CFT system. Results of risk
assessments are communicated to FIs, DNFBPs and SROs through institutional and
operational arrangements. There is room for further development by means of
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improving the ML NRA methodology, systematising the understanding of the risks
associated with organised criminality, and enhancing utility of the TF NRA for public
and private users.

126. Russia is rated as having a substantial level of effectiveness for 10.1.
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CHAPTER 3. LEGAL SYSTEM AND OPERATIONAL ISSUES

Key Findings and Recommended Actions

Key Findings

1. Russian LEAs, including Mol, FSB, IC, routinely and effectively access and
use financial intelligence and other relevant information to develop
evidence to investigate ML, TF, predicate offenses, and to trace criminal
proceeds. The GPO further ensures the use of financial information in
case development as it systemically reviews each ML and predicate
offence investigation to verify that LEAs pursue all possible financial
elements of an investigation.

2. Rosfinmonitoring is core to the functioning of Russia’s AML/CFT regime.
Rosfinmonitoring has a wealth of available data, including a high volume
of STRs (20 million per year, on average) and MCRs, and employs
sophisticated technologies, and high degree of automation, to prioritise,
generate, and contribute to cases pursued by LEAs. Rosfinmonitoring is
a well-resourced and data-driven FIU with competent analysts that has a
uniquely wide view into the Russian financial system.

3. The information in the Rosfinmonitoring database is used to inform
ongoing investigations, as well as to initiate new investigations into
predicate offences, ML and TF. Case studies and statistics demonstrate
that strategic and tactical analysis is used to generate cases for
spontaneous dissemination to LEAs, and to inform ongoing
investigations.

4. Financial intelligence is also used to develop numerous risk-based
indicators (e.g. FTF indicators), which are shared with reporting entities
and to predictively identify shell companies and potentially fraudulent
government contracts.

5. Rosfinmonitoring’s financial analysis and dissemination supports the
operational needs of relevant LEAs to a very large extent. LEAs also
demonstrated that the financial intelligence either received from
Rosfinmonitoring, spontaneously or upon their request, is of high quality
and integral to their activities.

6. Rosfinmonitoring’s close co-operation and co-ordination with its
domestic counterparts greatly contributes to Russia’s effectiveness.
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Financial intelligence plays an important role in informing supervisory
actions by BoR, and helps to enhance the understanding of reporting
entities through the development of typologies and risk indicators.

7. Rosfinmonitoring receives cross-border declarations of currency and
BNIs (incoming and outgoing) from the FCS, which are directly integrated
into its database. These declarations are limited, however, to cash or BNI
transported across the borders of the EAEU (there is no obligation to
submit a declaration within the EAEU borders).

1. ML is generally well identified through financial investigations, and when
it is identified, the authorities open ML investigations in more than 91%
of instances, with most cases resulting in charges. LEAs routinely conduct
financial investigations when looking into predicate offences, but usually
do not pursue ML outside of predicate investigations. Self-laundering is
frequently investigated, but third-party ML is detected and investigated
less. The investigative process is rather formal, which brings efficiency
and productivity, but ML investigations may not be opened or completed
when there is evidence of a more easily provable alternative charge.

2. Most ML investigations involve the acquisition or sale of criminal
proceeds, so the majority of cases relate to less serious offences involving
smaller amounts of money, and a minority relate to more sophisticated
ML involving concealing or disguising proceeds. Some complex ML is
pursued and multiagency task forces yield good results. More
opportunities for LEAs to uncover and investigate sophisticated and/or
high-value ML may exist, especially in the financial sector and involving
proceeds sent abroad, particularly those related broadly to corruption.

3. Russia is investigating ML activity partly in line with its risk profile, as
approximately 85% of ML offences detected related to the high-risk areas
denoted in the NRA, such as drug crimes and crimes with public funds. In
the area of bribery, the number of ML cases pursued is not entirely
aligned with risk, even though there are many corruption predicate
investigations and thousands of recent convictions. While Russia is
investigating and prosecuting offences stemming from some notorious,
multinational laundromats, including by investigating complicit
professionals in the financial sector, the authorities are not targeting
enough bankers who facilitate ML in addition to those who raid their own
institutions.

4. There has been an incremental increase in the number of core ML
prosecutions. Since 2014, there have been more than 530 prosecutions
each year under Articles 174.1 (self-laundering) and 174 (third-party
laundering). Russia convicts approximately 323 individuals per year for
these crimes, which is merely adequate, but the percentage of persons
successfully prosecuted for ML is better when considered next to the
large amount of lower-level ML prosecuted under Article 175.
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5. Prosecutions are mostly for self-laundering, with few prosecutions of
stand-alone or foreign predicate ML. Third-party ML is not prosecuted
sufficiently, although some professional money launderers are charged
with a combination of participation in an organised criminal group and
self-laundering when they play a distinct financial role in a larger
conspiracy.

6. Sanctions applied against natural persons for ML are partly effective,
proportionate, and dissuasive, as terms of imprisonment for ML and fines
are on the low-end based on statistics capturing ML as the primary
offence of conviction. Through case examples, it was not possible to parse
the ML sentence from the predicate sentence, but there were some
instances of lengthy concurrent sentences. Considering that more than 2
155 individuals are convicted for all ML crimes annually, imprisonment
is not a frequent penalty, which further suggests the lower-scale nature
of many ML cases. Per fundamental principles, Russia cannot prosecute
legal persons, but the use of administrative s